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Virtual Machine, Domain Controller, Access Control
Management, Offline Files, EFS, DHCP, DNS, Group Policy,
Backup & Recovery, WSUS, IPSec, PKI, NAP, VPN

Windows
Server

Linux OS: download and install, Network: Configure Linux
network interfaces with DHCP or static IP addresses, Configure
DNS and NTP, Debug network configuration errors, Linux
Filesystem: OS directory structure, /root, /home, /etc, /sys, /dev
directories, navigate through file system using cd command with
its options, pwd (commands & switches), Copy, move, create,
rename and delete files and directories, file and directory
permissions & ownership, change options by command line,
Command-line: running processes (top & ps), search &
terminate processes, open & inspect log files (cat, less, more,
tail), Configuration files: contents and location of configuration
files ( /etc/passwd, /etc/group, /etc/shadow...), SSH
configuration file options, User and Group management:
create & delete Linux users, manage user group (membership,
change home directory & default shell), default Linux groups &
permissions, sudoers, Basic scripting with bash: write basic
bash script run on startup (or logon), Open source software
installation and system updates: OS updates, repositories,
file manages (command line & graphical), search, install, delete

software

Linux

Topologies, OSI MODEL, TCP-IP, Addressing, Routing and
switching basics, Packet Structure

Networking

execution, Functions, Loops, Strings, Variables, Conditional
Files, Error Handling, Networking — Socket, install Python and
IDLE on Linux and Windows, Structuring with Indentation, Data
Types and Variables, Operators, input and raw input functions,
Conditional Statements and Loops, output options, Sequential

Data Types

Python

Base on Check Point CCSA: Deployment platforms, Security
policy, Monitoring traffic and connections, User management
and authentication, Identity awareness, VPN

Cyber
Security
Introduction
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20 | Network Theory, Security Fundamentals, Security Threats and Cyber
Vulnerabilities, Network Security, Managing Application, Data, Security
and Host Security, Access Control, Authentication, and | Introduction
Account Management, Managing Certificates, Compliance (security+)
and Operational Security, Risk Management, Managing
Security Incidents, Business Continuity and Disaster Recovery
Planning
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10 | Virtual Machine, Domain Controller, Access Control Windows

Management, Offline Files, EFS, DHCP, DNS, Group Policy, Server
Backup & Recovery, WSUS, IPSec, PKI, NAP, VPN

20 | Linux OS: download and install, Network: Configure Linux Linux

network interfaces with DHCP or static IP addresses,
Configure DNS and NTP, Debug network configuration errors,
Linux Filesystem: OS directory structure, /root, /home, /etc,
/sys, /dev directories, navigate through file system using cd
command with its options, pwd (commands & switches), Copy,
move, create, rename and delete files and directories, file and
directory permissions & ownership, change options by
command line, Command-line: running processes (top & ps),
search & terminate processes, open & inspect log files (cat,
less, more, tail), Configuration files: contents and location of
configuration files ( /etc/passwd, /etc/group, /etc/shadow...),
SSH configuration file options, User and Group
management: create & delete Linux users, manage user
group (membership, change home directory & default shell),
default Linux groups & permissions, sudoers, Basic scripting
with bash: write basic bash script run on startup (or logon),
Open source software installation and system updates:
OS updates, repositories, file manages (command line &

graphical), search, install, delete software
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Topologies, OSI MODEL, TCP-IP, Addressing, Routing and
switching basics, Packet Structure

Networking

20

execution, Functions, Loops, Strings, Variables, Conditional
Files, Error Handling, Networking — Socket, install Python and
IDLE on Linux and Windows, Structuring with Indentation,
Data Types and Variables, Operators, input and raw input
functions, Conditional Statements and Loops, output options,

Sequential Data Types

Python

10

Network Theory, Security Fundamentals, Security Threats and
Vulnerabilities, Network Security, Managing Application, Data,
and Host Security, Access Control, Authentication, and
Account Management, Managing Certificates, Compliance
and Operational Security, Risk Management, Managing
Security Incidents, Business Continuity and Disaster Recovery

Planning

Cyber
Security
Introduction

(security+)

HOME, Intro, Syntax, Select, Select Distinct, Where, And, Or,
Not, Order By, Insert Into, Null Values, Update, Delete, Select
Top, Min and Max, Count, Avg, Sum, Like, Wildcards, In,
Between, Aliases, Joins, Inner Join, Left Join, Right Join, Full
Join, Self, Join, Union, Group By, Having, EXxists, Any, All,
Select Into, Insert Into Select, Case, Null Functions, Stored

Procedures, Comment

SQL

Tutorial, HOME, Introduction, Where To, Output, Statements,
Syntax, Comments, Variables, Operators, Arithmetic,
Assignment, Data Types, Functions, Objects, Events, Strings

Java Script

Editors, Basic, Elements, Attributes, Headings, Paragraphs,
Styles, Formatting, Quotations, Comments, Colors, CSS,
Links, Images, Tables, Lists, Blocks, Classes, Id, Iframes,
JavaScript, File Paths, Head, Layout, Responsive, Computer
code, Entities, Symbols, Charset, URL Encode, XHTML,

Forms, Form Elements, Input Types, Input Attributes

HTTP
Protocol

HOME, How to use, Tree, Syntax, Elements, Attributes,
Namespaces, Display, HttpRequest

XML
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Virtual Machine, Domain Controller, Access Control
Management, Offline Files, EFS, DHCP, DNS, Group Policy,
Backup & Recovery, WSUS, IPSec, PKI, NAP, VPN

Windows
Server

30

Linux OS: download and install, Network: Configure Linux
network interfaces with  DHCP or static IP addresses,

Linux
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Configure DNS and NTP, Debug network configuration errors,
Linux Filesystem: OS directory structure, /root, /home, /etc,
/sys, /dev directories, navigate through file system using cd
command with its options, pwd (commands & switches), Copy,
move, create, rename and delete files and directories, file and
directory permissions & ownership, change options by
command line, Command-line: running processes (top & ps),
search & terminate processes, open & inspect log files (cat,
less, more, tail), Configuration files: contents and location of
configuration files ( /etc/passwd, /etc/group, /etc/shadow...),
SSH configuration file options, User and Group
management: create & delete Linux users, manage user
group (membership, change home directory & default shell),
default Linux groups & permissions, sudoers, Basic scripting
with bash: write basic bash script run on startup (or logon),
Open source software installation and system updates:
OS updates, repositories, file manages (command line &

graphical), search, install, delete software
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Topologies, OSI MODEL, TCP-IP, Addressing, Routing and
switching basics, Packet Structure

Networking
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execution, Functions, Loops, Strings, Variables, Conditional
Files, Error Handling, Networking — Socket, install Python and
IDLE on Linux and Windows, Structuring with Indentation,
Data Types and Variables, Operators, input and raw input
functions, Conditional Statements and Loops, output options,

Sequential Data Types

Python
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Network Theory, Security Fundamentals, Security Threats and
Vulnerabilities, Network Security, Managing Application, Data,
and Host Security, Access Control, Authentication, and
Account Management, Managing Certificates, Compliance
and Operational Security, Risk Management, Managing
Security Incidents, Business Continuity and Disaster Recovery

Planning

Cyber
Security
Introduction

(security+)

HOME, Intro, Syntax, Select, Select Distinct, Where, And, Or,
Not, Order By, Insert Into, Null Values, Update, Delete, Select
Top, Min and Max, Count, Avg, Sum, Like, Wildcards, In,
Between, Aliases, Joins, Inner Join, Left Join, Right Join, Full
Join, Self, Join, Union, Group By, Having, Exists, Any, All,
Select Into, Insert Into Select, Case, Null Functions, Stored

Procedures, Comment

SQL

Tutorial, HOME, Introduction, Where To, Output, Statements,
Syntax, Comments, Variables, Operators, Arithmetic,
Assignment, Data Types, Functions, Objects, Events, Strings

Java Script

Editors, Basic, Elements, Attributes, Headings, Paragraphs,
Styles, Formatting, Quotations, Comments, Colors, CSS,
Links, Images, Tables, Lists, Blocks, Classes, Id, Iframes,

HTTP
Protocol
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JavaScript, File Paths, Head, Layout, Responsive, Computer
code, Entities, Symbols, Charset, URL Encode, XHTML,

Forms, Form Elements, Input Types, Input Attributes
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Namespaces, Display, HttpRequest
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